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Abstract

The proliferation of digital data and internet-based research technologies is transforming the research landscape, and research-
ers and research ethics communities are struggling to respond to the ethical issues being raised. This paper discusses the
findings from a collaborative project that explored emerging ethical issues associated with the expanding use of digital data
for research. The project involved consulting with researchers from a broad range of disciplinary fields. These discussions
identified five key sets of issues and informed the development of guidelines orientated to meet the needs of researchers and
ethics committee members. We argue that establishing common approaches to assessing ethical risks of research involving
digital data will promote consistency in the ethical standards for research, enable the smooth functioning of ethics com-
mittees, and sustain public confidence in research. We conclude with recommendations for the development of educational
resources for ethics committees, data management guidelines and further public education.
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Introduction: ethics and digital data

Methods for conducting human research have been trans-
formed in recent years by digital technologies, many
of which are, in and of themselves, objects of interest to
researchers (Buchanan 2004, 2011; Hoser and Nitschke
2010; Kaye et al. 2015). The proliferation of digital data
resources has been greatly facilitated by the use of digital
devices for data capture and storage in research, and indi-
viduals’ growing reliance on these technologies in everyday
life (Kitchin 2014). Given widespread uptake, communica-
tion technologies involving the internet and mobile phones
have become valuable tools for conducting research. They
also provide scope for investigating internet-based activity
(Anderson and Raine 2014; Hine 2005) and to explore com-
munity beliefs, attitudes and behaviours through a variety
of social media fora. In addition, internet-based research
has proved particularly useful in improving access to previ-
ously ‘hard to reach’ populations, such as rural communities,
increasing their participation in research (See Christensen
et al. 2004; Griffiths and Christensen 2007; Henderson et al.
2012).

We define digital data as information created and stored
in a computer mediated environment that can potentially be
transmitted as discrete information signals over the internet,
and may be subsequently processed and/or stored for a range
of known and unforeseen purposes. Some examples include:

e Survey data entered into computers or collected using
online environments;

e Records kept by health, pathology, hospital, social and
other service providers;

e Self-generated ‘lifelogging’ data (including metadata)
emitted from mobile phones and other ‘smart’ appliances
(e.g. Apple Watch), or generated through educational and
lifestyle applications, such as fitness monitoring devices
and web-based games, including data gathered from
gambling, dating, and social media posts;

e Transactional and geospatial data including data gen-
erated from online records of retail purchases and the
use of educational and financial services and roads and
transport systems, as well as location sensing devices in
public places;

e Administrative and legal data such as birth, death and
marriage registrations; credit ratings, criminal convic-
tions, and immigration and customs records.

This diversity of information sources, many of which
may be linked at individual or geospatial levels, opens up
new opportunities for interdisciplinary research to address
complex, multidimensional social problems, and inform
government policies and planning (Hargittai 2015; Holman
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et al. 2008; Lane and Schur 2010; Sinnott et al. 2014, 2015;
Vayena et al. 2015). The commercial sector has long recog-
nised the value of information represented by linked data
‘bundles’, which have become replicable and highly port-
able commodities to be bought and sold (Mayer-Schonberger
and Cukier 2013; Shilton 2009). The rapidity of advances
in digital technologies, along with their portability and the
varied stakeholders and commercial interests that may be
associated with projects, are generating novel and emerg-
ing opportunities for research and prompting researchers to
revisit longstanding ethical principles guiding research.
Over recent years there have been many debates concern-
ing the ethics of using ‘big data’, social media posts, and
other forms of digital data for academic and commercial
research (Boyd and Crawford 2012; Conway 2014; Gleibs
2014; Hargittai 2015; Vayena et al. 2015; Zimmer 2018).
Adapting ethical principles to address familiar and emerg-
ing risks associated with research using digital data presents
complex issues and challenges. The traditional protections
of Ethics Review Committees (Institutional Review Boards)
and informed consent gained in a face-to-face interaction
between a researcher and a research participant are chal-
lenged by research projects using big data (Zimmer 2018).
This was made evident in a controversial study involving
researchers from the Facebook Corporation and Cornell
University (Kramer et al. 2014a, p. 8788). The Facebook
researcher (Kramer) collected the data for “internal pur-
poses” and this “may have involved practices that were not
fully consistent with the principles of obtaining informed
consent and allowing participants to opt out”(Kramer et al.
2014b, p. 10,779). A later editorial correction to the origi-
nal article indicates that Facebook considered that it had
obtained informed consent because the data collection was
consistent with Facebook’s Data Use Policy which users
agreed to when they created an account. The Cornell Univer-
sity Institutional Review Board (IRB) deemed that because
this was information collected for internal purposes it did not
fall within Cornell’s Human Research Protection Program
and thus did not require that it passed their scrutiny(Jouhki
et al. 2016; Kramer et al. 2014b). In effect, and without
ethical review, these researchers conducted a massive psy-
chological experiment on around 690,000 unsuspecting
Facebook users when they tweaked Facebook’s newsfeed
algorithm with aims of exploring the effects of ‘emotional
contagion’ by analysing users’ responses to the content of
posts (Boyd 2016; Selinger and Hartzog 2015). The project
became public when a manuscript reporting the findings was
published in an academic journal, and it ignited vociferous
debate and disagreement among researchers, ethicists and
legal experts. The case highlighted the ways in which the
possibilities of digital data were presenting familiar ethi-
cal issues, including issues of informed consent and avoid-
ing harm to participants, in new ways and underscored the
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limitations of accepted ethical protocols. More generally,
the study and its aftermath suggested that the status, reputa-
tion and integrity of academic research could be impaired
if the ethical concerns that were raised were neglected or
inadequately addressed (Voosen 2014).

In addition to novel research contexts and capabilities that
are presented in research using digital data, the associated,
ethical precepts and guidelines must anticipate increased
potential for conducting international and interdisciplinary
research and, therefore, must span disciplinary norms and
respond to varied national legislative requirements. This
paper describes a participatory project that addressed these
emerging issues. The project involved interactive workshops
that were designed to draw on the practical and embedded
insights from researchers working across diverse settings and
disciplines, from educational research to mathematical mod-
elling and bioethics to explore key ethical issues regarding
the use of digital data in research they were involved in. We
aimed to identify the range of issues raised by researchers
and explore key categories of issues to formulate provisional
guidelines for Australian researchers. These insights and
outcomes can also inform international efforts to come to
grips with emerging ethical issues in the rapidly transform-
ing fields of digital technologies and digital research. Before
explaining the method for the workshops and the findings
they generated, we situate our work within a growing body
of research and practice seeking to understand emerging
ethical risks and develop protocols to guide future research.

Responding to emerging possibilities
and risks

Expanding potential to store, repurpose, harvest and ‘scrape’
data from a range of sources has been pushing researchers
to reconsider whether customary strategies for meeting ethi-
cal obligations are adequate and how they can be adapted
to address new risk scenarios. Researchers are familiar with
core ethical principles: to demonstrate respect for participants;
to obtain their informed consent to protect participants’ pri-
vacy and confidentiality; and to avoid harm occuring through
participation in research. Critically, digital data can be read-
ily stored and repurposed for future research. A key area of
concern for reseachers generating or repurposing digital data
is to consider how these principles can be adapted to con-
duct secondary analyses. In situations where consent for data
collection has been given, re-using or re-purposing data, in
new and secondary analyses, may need to be reconsidered if
the focus or scope of these analyses differ significantly from
how the research was originally envisaged and explained to
participants. Furthermore, many forms of digital data can be
‘emitted’ and collected without explicit consent and in the
absence of any pre-specified purpose that clearly identifies

a positive value for the secondary use of this data. Research-
ers are increasingly able to access information in contexts
where individuals may be unaware that personal information
even exists in retrievable form, or that when linked with other
forms of personal data, it may be possible to identify who
they are. Similarly, harvesting sensitive information from
public—private environments such as social media may raise
ethical issues, especially for research involving vulnerable
populations who may have limited understanding of the impli-
cations of disclosing personal information on these platforms
(Andalibi et al. 2016; Beddows 2008; Calear and Christensen
2010; Gustafson and Woodworth 2014; Koene et al. 2015;
Lunnay et al. 2014; McKee 2013; Whitehead 2007).
Excitement at the prospect of abundant sources of infor-
mation that can now be collected, stored and repurposed for
new kinds of investigations should be tempered by concerns
for upholding ethical obligations of minimising the risks of
research. Metcalf and Crawford (2016) note that standard
practices for promoting ethical research have been prem-
ised on assumptions that are less applicable to the circum-
stances in which digital data are generated and analysed.
While there is some recognition of the need to develop
ethical frameworks addressing the growing use of digital
data, this point of view was not widespread among many
researchers. Participants may be less likely to encounter
risks of physical harm but there are increased risks of their
informational privacy being breached and potential for data
discrimination. Potential for risk extends to entire popula-
tions and communities of people, and increasingly abstract
relationships between researchers and participants can imply
diminished responsibility for the latters’ welfare (Metcalf
and Crawford 2016). Further, in contexts of interdisciplinary
research, it is crucial to establish shared understandings of
emerging ethical risks and strategies for minimising these
risks. Collaborations involving information specialists and
researchers across the fields of computer studies, health and
social scientists and other disciplines, can involve varying
conceptualisations of relationships between individuals and
data, and the ways in which ethical risks are perceived and
applied (Buchanan et al. 2011; Onsrud 1995). For instance
a study of researchers working with online data in the fields
of computer and information sciences found consensus in
identifying key ethical issues, but less agreement in concep-
tualising issues such what constitutes ‘public data’ and when
informed consent should be obtained to use data (Vitak et al.
2016). In this study academic researchers generally demon-
strated good understanding of key ethical precepts but not
necessarily how these principles can be best be achieved in
practice, with many researchers relying on trust in individual
assessments of risks associated (Vitak et al. 2016). Grow-
ing interest in interdisciplinary collaborations underlines the
importance of building shared understanding and fostering
interdisciplinary communication among researchers who
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otherwise are likely to be drawing on a range of assump-
tions, metaphors and ethical codes when working together
(Ess and AoIR Ethics Working Committee 2002),! including
researchers working outside academic settings.

We were alerted to the potential for researchers to hold
diverse views on what constituted ethical approaches to the
use of digital data during a series of workshops that aimed
to foster research collaborations to address contemporary
complex social issues. The workshops involved researchers
from across a large Australian university, public research
institutions, and personnel working in policy and service
settings. This is not uncommon in research addressing socio-
technical issues where collaborators have varying experience
in research involving human subjects (Zevenbergen et al.
2015). In our workshops, disagreement quickly surfaced in
views of what constituted ethical risks and how the prin-
ciples of research ethics should be applied to digital data
in ways that presented potential barriers to developing and
sustaining interdisciplinary research projects. We decided to
facilitate a second series of structured workshop discussions
to tease out and explore ethical issues associated with using
digital data. These workshops would be used to consider
emerging issues and whether they were adequately addressed
in current national and international ethical guidelines. Par-
ticipants would also collectively consider how these ethical
issues could best best addressed.’

The second round of workshops involved university-
based researchers and other research stakeholders. Draw-
ing on these discussions, and relevant material including
available guidelines and scholarly discourse, we identified
five broad categories of ethical issues: consent; privacy and
confidentiality; ownership and authorship; governance and
custodianship; and data sharing and assessing the social
benefits of research. These categories have some overlap
with those identified by other scholars who are also grap-
pling with the ethical challenges presented by digital data
(Shilton and Sayles 2016). Our aim in presenting our find-
ings is to contribute to ongoing debates of these issues and
to develop some practical albeit provisional, guidance in
navigating issues that accounts for diverse research contexts.
Our insights are necessarily provisional because, as others

! There are also the practical difficulties of adopting different pro-
cesses and practices for managing sensitive digital data through
adhering to specific guidelines such as ISO27001/2, a set of informa-
tion security guidelines used to certify secure data practices. Digital
data governance systems require careful development and implemen-
tation to ensure data security, and maintain participant confidentiality.

2 The initial workshop “Building an evidence base to support plan-
ning for socially connected, equitable communities” was supported
by the Carlton Connect Initiatives Fund. Five of the authors of this
current article were involved in the organisation of the first workshop
and the others were participants in subsequent workshops.
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have noted, the potential uses of digital data for research are
evolving in ways that risk leaving researchers with a lack
of ‘ethical parameters for scientific research’ in this space
(Metcalf and Crawford 2016, p. 2). Following an explana-
tion of the process for the workshops, we discuss the five
categories of issues that emerged from these discussions
that elicited a practice-based approach for identifying and
responding to emerging ethical issues. We conclude by offer-
ing key recommendations for developing guiding principles
and suggest next steps for researchers and ethics committees.

Methods: running the workshops

In 2013 a cross-disciplinary and cross-sectoral forum engag-
ing community and government partners was held, to foster
interdisciplinary approaches to complex social challenges.
At an initial workshop, two key issues became apparent.
First, it was evident that there was lack of consensus among
researchers on ethical issues related to the use of digital data
for research. Second, it was recognised that technical capaci-
ties to generate, replicate and repurpose personal informa-
tion as forms of digital data were advancing beyond accepted
understanding of ethical issues associated with research.

Two subsequent workshops were held to focus specifi-
cally on ethical issues and with aims of developing some
consensus on key ethical issues, challenges and strategies for
addressing emerging risks. These workshops were convened
in Melbourne in 2014, and involved researchers from a broad
range of fields including computing and information sys-
tems, geomatics, engineering, mathematics, law, population
health, e-health and e-learning, sociology and epidemiologic
modelling. The workshops were designed and convened by
an interdisciplinary team of academics with expertise in
research ethics and experience on university ethics commit-
tees. This core group came from diverse fields including,
biomedical research, privacy law, social science research,
digital learning and human computer interaction and while
some had been involved in the previous workshops, oth-
ers were recruited to bring specific expertise into the team.
Fifteen other workshop participants were senior academics
and researchers working in universities and public research
institutions in Melbourne, including representatives from
the Victorian Health Promotion Foundation (VicHealth), the
Commonwealth Scientific and Industrial Research Organisa-
tion (CSIRO) and the City of Melbourne. These participants
had long-term interests in digital technology, were actively
involved in academic research and two had experience serv-
ing on ethics committees.

The workshops aimed to foster iterative and dialogic
discussion among participants with diverse disciplinary
expertise and understanding of research ethics. Encouraging
reflexive consideration and exchange, this approach follows
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other efforts to foster interdisciplinary conversations explor-
ing reasoning strategies that are used to consider ethical
issues and dilemmas (Zevenbergen 2016; Zevenbergen et al.
2015). We also adapted a method that had been developed to
explore ethical issues associated with the use of visual data
(Waycott et al. 2015). Participants were asked to prepare
for the workshops by writing short statements identifying
critical and outstanding ethical issues they had encoun-
tered or observed in their research work. The issues that
were identified were summarised and explored in workshop
sessions and these discussions were recorded on prepared
templates and further reflections were received via email.
Supplementary interviews (N = 14) were also conducted
with key informants with specific and relevant experiences
or expertise in using or generating digital data, as members
of ethics committees evaluating proposals involving the use
of digital data, or as data custodians with an interest in the
confidentiality and management of data. These informants
were identified using a ‘snowball sampling’ strategy with
workshop participants. The discussions from the work-
shops and the interviews were recorded or captured as text
responses and coded to identify key sets of issues. A second
workshop discussion focussed on insights obtained from the
first workshop and identified research contexts and addi-
tional key issues. Insights and other material informed the
development of guidelines to provide researchers and ethics
committee members with practical advice on ethical issues
relevant to the use of digital data in research. Drafts of the
guidelines were extensively circulated among workshop par-
ticipants and other experts for comment and feedback and
were finalised and published in 2015 (Clark et al. (2015)).

Analysis of discussions in the workshops and interviews
identified five key categories of ethical issues and the criti-
cal qualities of digital data that raise specific ethical issues.
These insights have local and wider relevance and are pre-
sented with aims of contributing to other work and available
resources.

Findings: key sets of ethical issues
Context

The guidelines addressed a significant gap. Currently,
the Australian guidelines for ethical conduct in research
(NHMRC 2007 [2014]) do not provide specific guidance
for managing issues associated with internet-based research.
A number of national and professional organisations such
as the Association of Internet Researchers (AolR), the
American Psychological Association (Kraut et al. 2004),
the Norwegian National Research Ethics Committee, (The
National Committee for Research Ethics in the Social
Sciences and the Humanities 2014), the European Union

(ALLEA Permanent Working Group on Science and Eth-
ics 2011 (Revised 2017)) and computer scientists research-
ing human computer interactions (McMillan et al. 2013)
have published useful ethical guidelines, advice and sug-
gestions for researchers using the internet (Ess and AolR
Ethics Working Committee 2002; Markham and Buchanan
2012; Utrecht Data School 2018). In some countries national
research bodies have published guidelines specifically for
researchers using the internet as a source of data and there
are international data sharing agreements in some areas
(Harriman and Patel 2014; Knoppers 2014; Knoppers et al.
2011). Nonetheless, national and discipline-inclusive ethical
guidelines addressing the varied issues arising through the
increasing use of digital data in human research remain rare.

Key ethical issues for research involving digital data

Participants noted a range of priority issues, including
increasing capacities to harvest personal data for use in
research and the ease with which these data can be repli-
cated, circulated and used in ways that are likely not to be
envisaged by the participants who provided their personal
information, or researchers who collected forms of primary
data that may be accessed for secondary analyses. The five
categories of ethical issues that were distilled from the
workshop discussions, interviews and available resources
are presented below. Some of these issues are familiar to all
research involving human participants, while others address
the specific qualities of digital data. Our discussion of these
issues draws attention to the ways in which ethical issues are
being reformulated in contexts of digitalisation and expand-
ing areas of research generating diverse forms of digital data.
Researchers have responsibilities to understand emerging
ethical issues and implement strategies to minimise risks for
people whose experiences are the focus of research.

Consent

Although the conditions for consent are well established in
research practice, there are concerns about gaining consent
online that are specific to the contexts of internet-based
research. Gaining informed consent in online environments
is likely to require different processes from those used for
gaining informed consent in face-to-face research encoun-
ters. In the latter, researchers have some capacity to assess
whether participants understand the information they are
being given and can provide additional explanation should
it be required. In online environments, different processes
can be used to gain informed consent. For instance, consent
may be constituted through a registration process. Research-
ers, however, cannot be sure that participants have read and
understood information they are given about the research
and its ethical implications, including issues of privacy and
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confidentiality, and how data will be used, stored or made
available for other analyses (Convery and Cox 2012; Kanuka
and Anderson 2008; Zimmer 2010). These challenges have
led some researchers to declare that informed consent, nor-
mally considered the gold standard of ethical research, may
in fact be “unnecessary” and could even mislead participants
(Brown et al. 2016, p. 852). Brown et al. (2016) argue that
consent (particularly in the form of “I agree” to the Terms
of Service) may be no more than a legal protection for pro-
viders, “In interventionist HCI studies of this type, where
the deployment of an application, service, or device and the
access to it is the compensation for participation, the act of
using the system could be interpreted as consent” (Brown
et al. 2016, p. 856). In these authors’ opinion this form of
consent should be separated out from researchers’ ethical
responsibility to not harm the participants and it should not
always be considered as the hallmark of ethical research.
Ethics committees emphasise the importance of ensuring
the availability of clear information about the research and
ensuring that not only are there options for granting con-
sent but also for participants to subsequently withdraw their
information or opt out of research.

Researchers are also analysing material and content
posted on social media, including social networking sites,
and video-sharing sites, blogs and microblogs, as sources
of research data (See Andalibi et al. 2016; Keim-Malpass
et al. 2014; Liu et al. 2013; Vitak et al. 2015, 2016). For
researchers analysing these forms of information it may be
difficult or even impossible to establish consent. Markham
and Buchanan make a distinction between gaining informed
consent at the beginning of a research project and gaining
consent if direct quotes and/or use of visual materials require
individual consent the publication phase (Markham et al.
2012). Discussion of dynamic consent is a further develop-
ment of consent for projects using digital data. Individuals
may express preferences about how data is used in secondary
research projects (Kaye et al. 2015).

Accepted processes for gaining consent to collect per-
sonal data for research are complicated by capacities for dig-
ital data to be repurposed for new and unanticipated analyses
into the future. Individuals may be largely unaware that they
are generating digital data that can be collected and analysed
for research purposes (e.g. information emitted via mobile
phones). In these circumstances, researchers may need to
alert users that material is being collected for research pur-
poses. Following the ‘Facebook study’ controversy, aca-
demic and public reaction to the case demonstrated a lack of
consensus over issues of whether research involving social
media should require gaining active froms of consent from
users. Discussions also noted that expectations of gaining
informed consent may be unrealistic in an age when people
are routinely required to ‘consent’ to bewildering terms and
conditions in order to access services. Alternative strategies
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could involve using representative independent proxies to
consider and assess ethical issues of particular projects or
ensuring that users have timely opportunities to learn about
any research that is being conducted or access to debriefing
(Kahn et al. 2014; Voosen 2014).

Ethical issues related to consent are also relevant to the
ways in which ‘big data’ and social media content are being
analysed to predict future personal scenarios. Personal data
are being analysed to identify situations that individuals
themselves are yet to be aware of, for instance, research
exploring the likelihood of new mothers experiencing post-
natal depression based on their twitter posts (De Choud-
hury et al. 2013). These uses of digital data are fuelling
ongoing debate as to whether it is ethical for researchers
to collect material from social media as sources of data
without informants’ knowledge or consent and, if not, what
kinds of processes for gaining informed consent should be
implemented.

Privacy and confidentiality

Protecting privacy in research using digital data is compli-
cated by the range of data that might be collected. Many
forms of personal information that are routinely collected,
stored and reused are being digitalised and available to
researchers and others. The benefits and risks of pervasive
data collection from digital devices and the lack of public
awareness of the ways in which digital data are being col-
lected and used present new kinds of ethical issues in pro-
tecting privacy and confidentiality of research participants
(Shilton 2009, 2010; Shilton and Estrin 2012). Increasingly,
individuals are also putting self-generated data into pub-
lic domains where it can be ‘harvested’ for research with-
out their knowledge. Individuals are likely to have varying
expectations about what might happen to their data, depend-
ent on what kind of information it is. Many may be unaware
of the amount of personal information that can be gleaned
from data that they release into public domains. For exam-
ple, a tweet of 140 characters (or less) actually contains
around 9 kb of metadata that can include the precise loca-
tion where the tweet was made, the device type, the user
profile, information pertaining to followers and other details.
Such rich sources of information can be used for a range of
purposes that are rarely envisaged by tweeters. Even the use
of health data for which there may be a clear public health
benefit is controversial (Iversen et al. 2006; Vayena et al.
2015). As Iversen et al. (2006) point out, using personal
information without explicit consent is legally permitted in
the U.K. provided certain safeguards are in place; however
data controllers may not interpret the law in this way and
impose additional access restrictions.

There is no doubt that the rapid increase in mobile phone
uptake and smart phone capacities, the widespread use of
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Facebook and other social media tools and the pervasiveness
of digital devices producing data, have challenged social,
regulatory and academic concepts of privacy (Duckham and
Kulik 2006; Harvey 2013). While there is no community
consensus about what constitutes privacy, there is growing
consensus within the scientific community on the benefits
of sharing data (Safran et al. 2007; Walport and Brest 2011).
Data linking and large scale epidemiological studies have
shown the capacity to provide important new insights about
population health, including disease surveillance, health ser-
vices utilisation and have enabled evidence-based responses
to health and social problems (Holman et al. 2008). Nis-
senbaum’s (2009) work on privacy as a form of “contextual
integrity” has been used as a basis for developing guide-
lines. However there are tensions between recognising the
cultural contexts of concepts of privacy and at the same
time as developing frameworks that facilitate international
collaborations.

While the terms privacy and confidentiality are frequently
used interchangeably, confidentiality is an ethical duty asso-
ciated with professional practices (including research), and
privacy is a right to freedom from intrusion that is protected
and regulated by law. In Australia there are federal and state
laws governing the collection and use of individuals’ per-
sonal information, including health data. Such privacy-
related laws set out specific requirements for institutions,
researchers (and others) who are handling personal data.
Techniques such as digital data matching and data-mining
tools can increase the risks of privacy breaches occurring
(Culnane et al. 2017; O’Keefe and Connolly 2010). Of par-
ticular concern are privacy issues arising from the collec-
tion of data from digital devices which link individuals with
geographic locations. Other aspects of privacy in relation to
the collection of data from digital devices require the indi-
vidual and institutional protection of privacy, especially
location privacy. A further aspectof privacy is the invasion
of privacy (negative effects of invasion of privacy include
spam, personal harm, intrusive interferences). In Australia, a
popular misconception about digital data and privacy is that
if data are collected from a publicly available source, such as
a webpage, then the Privacy Act does not apply. This is not
quite true. Data collected in the public domain are also gov-
erned by the operation of the Australian Privacy Principles
under the Privacy Act 1988 (Culnane et al. 2017; O’Keefe
and Connolly 2011). However, the right to privacy is not an
absolute right. In some circumstances it must be weighed
against the rights of others and against matters that benefit
society as a whole. The conduct of medical research is one
such circumstance. Medical research is important for pro-
viding information to help the community make decisions
that impact on the health of individuals and populations.
However, research must be carried out in such a way as to
minimise the intrusion on people’s privacy.

Genomics is a field where data-sharing is considered
particularly sensitive and yet there is potentially great ben-
efit for the re-use of data. The potential for identification of
individual human subjects associated with genomic infor-
mation has led to developments which will ensure secure
data sharing environments controlled by access committees
are established as research is reviewed (Barsh et al. 2015;
Kaye 2012). A variety of privacy protecting data structures
are being developed by internet-based researchers as a way
of anonymising data before researchers are able to access
it (Koene et al. 2015). One of a number of approaches to
resolving ethical issues associated with data sharing is the
establishment of a Code of Conduct for genomic and health
related research “to enable effective and responsible shar-
ing of genomic and clinical data and to catalyze data shar-
ing projects that drive and demonstrate the value of data
sharing”(Knoppers 2014, p. le).

By contrast with privacy, confidentiality is an ethical duty
that only authorised persons should have access to informa-
tion. In research, maintaining participants’ confidentiality
involves strategies for keeping research data secure, and
ensuring that access will be restricted to authorised users
by appropriate data governance strategies. Issues related to
confidentiality are also discussed in the section, ‘Govern-
ance and custodianship’.

Ownership and authorship

The ease with which digital data can be replicated and reused
raises important ethical issues in regards to the authorship
and ownership of data. There is currently little consensus
on who has responsibility for data at different stages of
research and at what point personal information that is col-
lected and aggregated in a database can be considered the
property of particular individuals. This issue is particularly
relevant in projects where data are managed by institutions
(Borgman et al. 2006; Cragin et al. 2010). Research by Wal-
lis and Borgman (2011) suggests that there is little agree-
ment among academics about whether digital data can be
‘owned’ and, if so, what constitutes ownership. Are data
owned by participants, research funding bodies, the principal
researcher, members of research teams who collected the
data, the guardians of data, or data storage services? In the
case of digital data emitted by a device, is the person who
is using the device considered its author or is the owner the
person who has collected the data for research purposes?
(McMillan et al. 2013; Wallis and Borgman 2011). This lack
of clarity about data ownership has serious implications in
attributing responsibility for key research processes such as
data synthesis and interpretation, data governance and pro-
viding feedback to participants (Barker and Powell 1997).
Ethical issues about authorship emerge in association
with responsibility for the long-term storage of data and
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when data sets are subsequently re-used for new analy-
ses and data linkage. There are a variety of ways in which
researchers should be accountable for data they have col-
lected including: ensuring the protection of sensitive data,
the quality of the documentation accompanying data, that
access to data is limited to authorised users, and agreements
for re-using data (Khatri and Brown 2010; Weitzner et al.
2008). Issues of authorship and ownership are further com-
plicated when research data moves between the public and
the private domains, particularly when it acquires commer-
cial value. The commodification of data, when self-gener-
ated data are sold on as business intelligence (Shilton 2009;
Vayena and Tasioulas 2013), presents particular ethical chal-
lenges that are complicated by public—private partnerships
and when these data are re-used for research. Allocating
and enforcing long-term responsibility for the protection of
sensitive material and the long-term maintenance of data can
be challenging (Vitak et al. 2016).

Governance and custodianship

Issues of data governance are critical for ensuring that
research that involves collecting or accessing digital data, is
publically trusted. The safeguards established in data gov-
ernance systems need to fully respect and protect individual
privacy (Koene et al. 2015). Academic institutions, industry,
and government have yet to fully develop integrated end-
to-end systems for data governance and custodianship of
digital data, including institutional information protection
systems and ways of managing accountability (Fisher and
Fortmann 2010; Rosenbaum 2010). Safeguards for the pro-
tection of data using technological means are being devel-
oped, offering increasingly sophisticated methods of pro-
tecting individual privacy (Malin et al. 2013; O’Keefe and
Rubin 2015). As O’Keefe and Rubin (2015) point out, many
of the risks of identity disclosure associated with the use
of digital data can be managed by restricted access to data
(e.g. data centres) and alteration of data (for example, de-
identification). These approaches for protecting privacy rely
on widespread acceptance and use of data governance sys-
tems and processes, including technological solutions that
establish secure repositories for storing digital data (O’Keefe
and Rubin 2015).

Currently research ethics committees reviewing appli-
cations require that a researcher is nominated as being
responsible for security storage, management and access to
data. However, guidelines do not clearly specify how these
expectations should be achieved in relation to the manage-
ment of digital data. For researchers, one way to reduce
uncertainty in meeting these obligations is to develop some
agreed standards for data governance and a comprehensive
approach to management. There is a need to develop policy
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consensus concerning the management of digital data by
governments, research institutions and groups of data-users.
Discussions of the variety of pathways and the changing
locations of health data over time (e.g. data may be collected
in one space, then housed in a restricted access data enclave
and then re-purposed for use in another study), suggest that
different methods of governance will be needed to manage
data at different times in its life-cycle (Malin et al. 2013).

There are a variety of technological approaches to the
protection of confidentiality and privacy such as obfusca-
tion of geo-spatial data, de-identification, statistical disclo-
sure control and the use of remote analysis servers that have
been successfully implemented in Australia (Duckham and
Kulik 2005, 2006; O’Keefe and Rubin 2015; Sinnott et al.
2014). These forms of good data governance and techno-
logical approaches are not, however, uniformly applied by
institutions and ethics committees, nor are they specified in
Australia’s National Statement on Ethical Conduct in Human
Research, originally published in 2007 and most recently
updated in 2015 (National Health and Medical Research
Council 2015). The governance of data is also ruled by
international treaties and national laws and is subject to
increasingly complex international constraints (Fisher and
Fortmann 2010; Lee and Gostin 2009; Safran et al. 2007).
For researchers, the key ethical concerns are establishing
good data governance practices in order to ensure data
security and the ability to protect participants’ privacy and
confidentiality. Good governance of data underpins the shar-
ing of data, a system which relies on public trust, and trust
between researchers and institutions (Knoppers et al. 2011;
Rosenbaum 2010).

There are emerging views that national bodies will need
to take leadership in promoting standards which underpin
the re-use, ethical storage and sharing of digital data (Geiss-
buhler et al. 2013). Ideally, international consensus on these
issues would support productive global collaborations and
the European Union is currently involving its member states
in developing this kind of framework (see http://satoriproj
ect.eu). Notably, this is envisioned to enhance researcher
confidence in making digital data publically available. A
range of secure data enclaves has been established for access
to, and linkage of, sensitive (individual) data (Burton et al.
2015). However these often have access and usage hurdles
that are prohibitive for many researchers.

Data-sharing: assessing the social benefits of research

Data sharing offers important benefits because it can reduce
the burden of research in populations and maximise the
value and outputs of research; however, it also presents
some ethical risks. Foremost concerns are promoting good
practice in maintaining and ensuring public access to digital
databases that can be used for research. The management,
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organisation, access and preservation of digital data are all
vital to research integrity and represent the great challenges
of the information age. Despite the ease of copying and the
flow and mobility of digitised information that is an intrinsic
feature of digital data, complex consortium arrangements
about research and data management requirements can hin-
der the sharing of data. There are also growing concerns
that public access to data is threatened by the commerciali-
sation of data and new markets for ‘data products’ leading
to calls by civil society advocates of open government data
to ensure continuing public access to these databases (See
Bates 2012).

Data sharing facilities such as the UK Data Archive
which act as repositories, curators and caretakers of digital
from social science and humanities research projects (http://
www.data-archive.ac.uk/about/archive) and the National
Institutes of Health repositories list (at https://www.nlm.nih.
gov/NIHbmic/nih_data_sharing_repositories.html) are front
runners in setting up managements systems for ethical data-
sharing. Data sharing is well established in a few areas such
as genomics, although there have been some recent high-
profile analyses of the risks to privacy that are presented
(See Gymrek et al. 2013; Homer et al. 2008). In principle,
many researchers are supportive of data sharing; however,
in competitive research environments the actual extent of
data sharing is limited in practice (Borgman 2012). Cur-
rently there are no national frameworks or guidance about
the sharing of data or ethical issues associated with data-
matching and there have been calls for greater guidance on
these complex matters for some 20 years (Safran et al. 2007).
Science and technology institutions and research bodies
world-wide have identified the need for improved data shar-
ing regulations (National Research Council 2009; Wellcome
Trust 2011). Information protection and clear agreements
regarding accountability need to be developed for responsi-
ble management of digital data produced by research, espe-
cially research involving ‘big data’.

Discussion

There is widespread agreement that digital data and internet-
based research technologies are transforming the research
landscape. This offers new directions for research and ben-
efits in the quality of knowledge that is generated. These
possibilities, however, raise new and unfamiliar kinds of
ethical issues. In this paper, we have discussed the findings
from a collaborative, interdisciplinary project that sought to
build shared understanding of emerging ethical issues when
using digital data for research. Key categories of ethical
issues were identified: consent; privacy and confidentiality;
ownership and authorship; governance and custodianship;
and data sharing. The workshops used a dialogic approach

to encourage participants to reflect on, and exchange views
and experiences. The discussions generated a diversity of
concerns that were organised into key categories of ethical
issues to assist researchers and others to identify and respond
to them in practical ways.

The anticipated exponential use of digital data for inter-
net-based research requires enhanced international ethical
guidelines that promote shared understanding of issues
and cooperative approaches for minimising ethical risks.
We recognise that there are challenges and opportunities
in advancing these goals, including diverse philosophi-
cal, sociocultural and legal traditions that have influenced
normative understanding of ethical issues within nations.
Facilitating international, interdisciplinary and intersectoral
discussions are clear priorities. Vitak et al. (2016) suggest
that these discussions are key to developing the kind of trust
needed to underpin interdisciplinary internet-based research,
and research spanning academic and industry settings. At
institutional and policy levels, the establishment of formal
consensus-building bodies and strategies to develop a shared
understanding of ethical issues and ways to address them
would offer a positive approach for developing both national
and international consensus and guidelines. There is a need
for national regulatory bodies, such as the National Health
and Medical Research Council (in Australia) to oversee the
provision of advice on the ethical conduct of research using
digital data. Initial steps have been taken in the provision of
resources about managing data and the protection of privacy
(see https://www.nhmrc.gov.au/health-ethics/ethical-issue
s-and-further-resources) but there is an absence of specific
resources and guidance for internet-based research.

In Australia, the National Statement on Ethical Con-
duct in Human Research originally published in 2007 and
most recently updated in 2015 (National Health and Medi-
cal Research Council 2015) guides the conduct of research
involving human participants and, like similar protocols, was
initially developed to address the circumstances and risks
of research involving human clinical trials.> Updating these
important documents is urgently required in order to effec-
tively respond to emerging social technologies (such as the
use of smart phones for data collection and the collection
of data from social media). Although recent revisions pro-
vide advice on the conditions under which informed consent
for use of personal information can be waived and for the
negotiation of consent through opt-out procedures, we echo
other calls for additional ethical guidance be developed and
incorporated into the National Statement to address issues
arising through internet-based research (for example, see the

3 This document is currently under review and it is anticipated that
an updated version due out in 2018 will include more specific guide-
lines for working with digital data.
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recently released publication Ethical Issues in Research Into
Alcohol and Other Drugs: An Issues Paper Exploring the
Need for a Guidance Framework, NHMRC 2012).

Internationally, scholars, institutions, professional asso-
ciations and special interest groups in the UK and the USA
have called for specific guidance for researchers using digital
data (Ess and AolIR Ethics Working Committee 2002; Jones
2011; Markham and Buchanan 2012; Metcalf and Craw-
ford 2016; Shilton and Sayles 2016; Warrell and Jacobsen
2014). The Economic and Social Research Council (ESRC)
in Britain has a framework that briefly refers to internet-
based research and alludes to the need for ethics review
committees to seek specialist expertise for research based
on digital data. In the United States, the Secretary’s Advi-
sory Committee on Human Research Protections (SACHRP)
has developed a document that offers guidance about ethical
and regulatory considerations for internet-based research-
ers (Secretary’s Advisory Committee on Human Research
Protections (SACHRP) 2013). However, privacy laws and
accepted practices for gaining consent vary between differ-
ent international jurisdictions, and this document has only
limited application in contexts outside the United States.
Researchers using internet-based technologies for educa-
tional studies are also encountering difficulties in interpret-
ing how to apply National Statements to content that is gen-
erated for on-line educational platforms as part of course
requirements (Chang and Gray 2013). Media attention gar-
nered in recent instances of controversial research is giving
stronger impetus to calls for clearer ethical guidelines. Ide-
ally, such guidelines would reflect international consensus
because of the increasing irrelevance of national boundaries
in global information flows (Harriman and Patel 2014), and
are relevant to public and private sectors.

Inadequate guidelines leave researchers and research
ethics committees floundering in terms of assessing and
responding to ethical issues associated with the use of digital
data. Issues of privacy, data encryption, storage, access and
data governance are ethical challenges that are frequently
cited as being of concern for ethics committees in the United
States (Buchanan et al. 2011; Buchanan and Hvizdak 2009;
Metcalf and Crawford 2016). Members of ethics commit-
tees are rarely offered training on emerging ethical issues
associated with digital data and internet-based research. Eth-
ics committee members are expressing concerns about their
lack of expertise in assessing risks, and the effectiveness of
precautionary measures to minimise risks (Buchanan et al.
2011; Buchanan and Ess 2009). Other studies have found
that a majority of human research ethics committees mem-
bers and researchers believed that there are specific ethical
issues raised by internet based research and there is a strong
need for specific evidence-based guidelines and training for
conducting internet-based research (Anderson and Sieber
2009; Fry 2013, 2014; Shilton and Sayles 2016). There are
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also growing needs for ethics committees to secure advice
from people with relevant technical expertise to assess
issues which may arise in specific online environments. (See
(O’Keefe and Rubin 2015) on reducing risks of disclosure
when releasing data for secondary use). It may be timely to
consider introducing additional methodological and techni-
cal expertise onto ethics committees.

The issues raised by ethics committee members are
important to address. Methodological innovation presents
ethics committees with two critical concerns and this
applies to the expanding use of digital data for research
(Daly 1996). The first concern is that projects that present
risks are approved because committee members do not have
adequate understanding of the ethical issues that may be
associated with these methodological possibilities. The
second concern is that potentially worthy projects are not
approved (Bruckman 2014). The consequence of a lack of
clear guidance is that both ethics committees and research-
ers in Australia describe inconsistency and uncertainty in
responses from ethics committees about the use of the cur-
rent National Statement when responding to ethics applica-
tions for research using digital data and for internet-based
projects (O’Keefe and Connolly 2010). The flip side of these
issues are evident in concerns among researchers seeking
to conduct secondary analyses of data who report difficulty
accessing digital data through data registries and inconsist-
ent decision-making by human research ethics committees
in granting access to available databases.

Other research suggests that human research ethics com-
mittees are taking longer to review and approve internet-
based research (Fry et al. 2014). Ethics committees are
increasingly required to consider and interpret complex
privacy legislation, including scenarios where individuals
may not be aware that personal data are being used for the
purposes of research. This leads to tendencies to adopt risk-
averse approaches and decline approval for researchers to
access personal data, such as health information, despite pri-
vacy legislation in Australia that permits the use of de-iden-
tified information for research. In these situations, oppor-
tunities for research with strong potential for public benefit
may be lost. At the same time, there are ongoing concerns
among consumers in regards to the uses of personal data
that are collected without their consent (O’Keefe and Con-
nolly 2011, p. 5). These issues underline needs for increased
guidance for both research ethics committees and research-
ers to identify and implement ‘best practices’ responses to
ethical risks.

Best practices
This is an emerging field and we have argued here that there

are currently few available guides outlining ‘best practices’.
However, we can point to existing practices and strategies
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that enhance ethical practice. For instance, researchers have
emphasised the importance of increasing the ‘digital lit-
eracy’ of researchers and ethics committees and improved
‘transparency’ in decision-making processes (Vitak et al.
2016, p. 950). Transparency requires explanations of ‘how’
and ‘why’ data are being collected, and why particular
kinds of safeguards are being used to protect the privacy
and confidentiality of participants. Such explanations serve
to promote understanding and mutual trust between ethics
committees, researchers and participants and operationalise
practical strategies for ethical research using digital data.
This involves iterative processes in which stakeholders learn
from each other (Clark et al. 2015, p. 21).

The need for internationally relevant guidelines is press-
ing given the nature of internet-based research in which col-
laborations and data frequently cross national boundaries. It
is helpful to begin with existing guidelines such as the US
Secretary’s Advisory Committee on Human Research Pro-
tections, and then consider how to widen the scope to pro-
mote international relevance. Issues such data sharing, data
management and data governance are aspects of research
using ‘big data’ that remain challenging for researchers and
must be specifically addressed. Currently, there are limited
models for designing data depositories that facilitate long-
term data management, including processes for identifying
individuals responsible for data governance and decision-
making regarding the subsequent re-purposing of avail-
able digital data. International guidelines and standards are
required to ensure the responsible management of digital
data and suggested processes for identifying and resolving
issues associated with accessing data for secondary analyses.

Accordingly we recommend that guidelines addressing
the array of issues discussed in this paper should be devel-
oped using participatory and dialogic processes involving
diverse stakeholders including relevant national research
bodies, human research ethics committees, researchers
(university, public sector and industry based) who use digi-
tal data in their research and community representatives.
Regular updating of guidelines will also be required to
keep abreast of technological developments. The guidelines
developed by Clark et al. 2015, drawing on data discussed in
this paper, is an example of a foundation for building shared
understanding of ethical principles and effective practices
for ethical research involving digital data.

Research agenda

Further research is needed to explore understanding and
decision-making processes of research involving digital
data from the perspectives of ethics committee members,
participants, and relevant institutions. With respect to the
conduct of human research ethics committees, it is impor-
tant to examine how they respond to research projects using

digital data. What are the kinds of concerns they have about
the ethical implications of obtaining, managing and storing
digital data? Little research has been done about how ethics
committee members weigh up the risks and benefits of digi-
tal research; it is important to examine how they formulate
decisions about what constitutes benefits and how the risks
to privacy and confidentiality are evaluated.

Research examining participants’ understanding of the
risks and benefits of digital and Internet-based research is
important. We need to understand from those most likely
to be affected what they know about the ethical issues in
this area, the basis of their knowledge, and how they would
decide whether or not to participate in digital research. This
would help inform the development of guidelines that are
meaningful and relevant for those who are likely to face the
most significant consequences.

We also have much to learn from research institutions,
corporations, government bodies and other organisations
involved in the collection, curating and secondary use of
digital data. Examining how they understand ethical issues
in this area and better understanding of their practices, espe-
cially around secondary analyses, would be useful; we want
to be able to benefit from the data collected, while ensuring
that the necessary protections are in place.

Educational implications

Our findings suggest that researchers and human research
ethics committees are in need of further education about the
ethical issues associated with digital data. As with all new
and innovative research approaches, there is a need to be
open and trusting about identifying potential ethical issues
and finding productive means of addressing these. This also
applies to any education that is undertaken.

For researchers, we have already pointed to the need for
relevant, national and international guidelines that can alert
researchers to potential ethical issues. The use of real-life
case studies where ethical concerns have arisen, used in
combination with ethical guidelines, can enable researchers
to work through ethical scenarios with reference to ways
that these can be addressed. Incorporating trigger questions
in these case studies can alert researchers to ethical issues
that they may not have previously encountered or even con-
sidered. Being reflexive with respect to both methodological
and ethical rigour can ensure that researchers are sensitised
to potential ethical concerns when using digital data.

For ethics committees, it would be helpful to develop edu-
cation programs where experienced digital data researchers
inform ethics committees about their research, highlighting
both the benefits and the risks. In their decision-making,
ethics committees are required to determine that the benefits
of the research outweigh any potential risks. To do this they
need to be informed about both the risks and the benefits;
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this requires both researchers and ethics committee members
being open to the possibilities, rather than digital research
being dismissed outright without due consideration. As eth-
ics committees become more familiar with digital research,
they will be in a better position to advise researchers on how
to mitigate possible risks and harms.

There is often very little feedback provided to ethics com-
mittees from researchers about what happens once research
is approved. Other than perfunctory progress reports, eth-
ics committees do not usually have the opportunity to hear
from researchers about what has worked well, what kinds
of unanticipated issues arose and how they were resolved.
This feedback is important for gaining improved insights
into ethical issues associated with emerging methods and
contexts for research.

We also suggest that educational resources be developed
to train researchers and ethics committee members in the
conduct and assessment of research projects that involve
digital data and internet-based research projects. These
resources could include relevant guidelines, research publi-
cations that demonstrate the rigour and validity of internet-
based research, discussions of relevant ethical issues that
have occurred in practice and how they were addressed, as
well as best practice in data security and data governance in
relation to the management of sensitive research data.

Conclusion

It is clear that the use of digital data and internet-based
research technologies is transforming the research landscape
at a rapid rate. This kind of research has the potential to
offer many benefits, but with this, comes a number of ethical
challenges, some of which we are aware of, and others that
remain unconsidered. We have a responsibility to ensure that
the ethical issues that arise with digital research are identi-
fied and addressed where possible. In an attempt to do this,
we have presented the findings from a collaborative pro-
ject that explored emerging ethical issues associated digital
research. Our findings suggested a dialogic process is critical
for conducting and advancing discussions of complex ethical
issues, and five key issues were identified. However, much
still needs to be done. Wider public discussion is needed
about internet-based research including topics such as the
negotiation of online consent, and the use of data for which
consent has not been obtained. Improved digital literacy
and public debate about the social benefits of the secondary
use of health data would help to clarify the public concerns
about the use of routinely collected digital data. This can be
used to inform further development of international guide-
lines that are congruent with contemporary societal values
and expectations.
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