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Abstract. Safeguarding location privacy is becoming a critical issue in location-
based services and location-aware computing generally. Two drawbacks of many
previous models of location privacy are: 1) the models only consider a person’s
location privacy protection, but not the invasion of location privacy by external
agents; and 2) the models are static and do not consider the spatiotemporal as-
pects of movement. We argue that, to be complete, any model of location privacy
needs to enable the analysis and identification of techniques both to protect and to
invade an individual’s location privacy over time. One way to protect an individ-
ual’s location privacy is to minimize the information revealed about a person’s
location, termedobfuscation. This paper presents an explicitly spatiotemporal
model of location privacy that models a third party’s limited knowledge of amo-
bile individual’s location. We identify two core strategies that a third party can
use to refine its knowledge, so potentially invading that mobile individual’s lo-
cation privacy. A global refinement strategy uses the entire history of knowledge
about an agent’s location in a single step. A local refinement strategy iteratively
constructs refined knowledge over time. We present a formal model of global and
local refinement operators, and show how this formal model can be translated
into a computational model in a simulation environment.

1 Introduction

Location privacycan be defined as a special type ofinformation privacythat concerns
the claim of individuals to determine for themselves when, how, and to what extent lo-
cation information about them is communicated to others [6], cf. [21]. The emergence
of low-cost location-aware computing, which combines powerful mobile computing
platforms, wireless communication capabilities, and ubiquitous integrated positioning
systems, has led to location privacy being acknowledged as akey challenge in infor-
mation science (e.g., [17]). A failure to safeguard location privacy has been linked
to a range of undesirable effects, including unsolicited marketing andlocation-based
“spam”; decreasedpersonal safety, such as might result from stalking or assault; and
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intrusive inferences, where other personal data about an individual is inferred from that
individual’s location over time [11,14,19].

This paper presents a new model of location privacy based on aformal analysis of
mobile individuals and the knowledge a third party may have about the location of those
individuals over time. The approach extends previous work in two significant ways.

– The approach models both the strategies an individual may employ to protect his
or her location privacy and thecounter strategiesthat a third party might employ
to subvert these strategies. Most previous work has focusedsolely on strategies for
location-privacy protection.

– The approach adopts aspatiotemporalmodel of location privacy. This model can
be used to account for an individual’s movements over time and the refinements a
third party may make to its knowledge using such spatiotemporal information.

Following a brief literature review in Section 2, we presentthe key concepts that
underlie this approach to location privacy in Section 3. Theformal model, founded on
set-based and algebraic techniques, is presented in Section 4. Section 5 discusses the
implementation of refinement operators and Section 6 summarizes our formalization of
refinement operators.

2 Background

Conventional techniques for protecting (location) privacy can be categorized into three
classes:regulation [9], privacy policies[16, 20], andanonymity[8, 10]. Each of these
approaches plays an important role in providing a complete solution to location privacy,
but also has its limitations. A survey of techniques for location privacy protection is
given in [6].

Regulation (such as data protection legislation) and privacy policies are trust-based
mechanisms for proscribing unacceptable uses of private location information. Ulti-
mately, any trust-based mechanism is vulnerable to inadvertent or malicious disclosure
of private information. Anonymity-based techniques dissociate information about an
individual, such as location, from that individual’s actual identity [18]. Anonymity also
has limitations, especially in spatial application domains. A person’s identity can often
be inferred from his or her location, making anonymity vulnerable to data mining [1,7].
Further, using anonymity presents a barrier to authentication and personalization, re-
quired for many location-based applications [12,15].

In [4,5], the authors presented obfuscation as a fourth typeof location privacy pro-
tection technique.Obfuscationis the process of deliberately degrading the quality of
information about a person’s location, with the aim of protecting that person’s location
privacy. Using obfuscation, individuals may choose to reveal varying degrees of infor-
mation about their location (for example, suburb, block, street, or precise coordinate-
level information). In common with anonymity-based techniques, obfuscation aims to
hide information. However, obfuscation is an explicitly spatial privacy protection tech-
nique that aims to hide information about location rather than identity. Some recent
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work has begun to extend privacy policy and anonymity approaches with spatial capa-
bilities (e.g., “spatial cloaking” [10] and the “need-to-know principle” [20]). Obfusca-
tion is complementary to existing privacy protection techniques, but can extend these
techniques by enabling greater use of authentication and personalization and by increas-
ing the security of location information from data mining and unauthorized access.

Unlike previous work which has focused primarily on ways to effectively hide lo-
cation information to protect location privacy, in this paper we are also interested in
understanding the ways in which a third party can refine information about an agent’s
location. The third party could be a hostile agent attempting to invade an individual’s
privacy or a legitimate security agency attempting to locate an agent more precisely.
Our core thesis is thata complete treatment of location privacy requires an understand-
ing of both the strategies for hiding location information and the counter strategies for
revealing hidden location information.

3 Approach

The approach taken in this paper builds on recent work in [4,5], introduced in the previ-
ous section. We assume an agent is moving around a geographicenvironment, carrying
or interacting with some location-aware technology (such as a location-aware naviga-
tion system or a simple cell phone). Information about the agent’s location is being
tracked by third party (3P). Examples of 3Ps might include: co-workers or employers,
telecommunications companies, location-based service providers, legitimate security
organizations, or jealous spouses. However, either because of technological limitations
or because the agent wishes to protect its location privacy,we assume the 3P’s knowl-
edge (3PK) of the agent’s location is imperfect1.

The quality of the 3PK may be lowered by a lack of detail (imprecision). For exam-
ple, location in a conventional cell phone is typically resolved to the level of a single
cell, usually an area of between 200m and 2km in diameter. Thesystem can generate
highly accurate knowledge about the presence or absence of an agent in a particular cell,
but the precise location of agent inside the cell is unknown.The quality of the 3PK may
also be lowered by inaccuracy. For example, an agent that wishes to protect its location
privacy may deliberately introduce inaccuracies into the location information it reveals
to a 3P (one type of obfuscation discussed in [5]). The overall scenario is summarized
graphically in Figure 1, where combinations of obfuscationand/or technical limitations
give rise to imprecision and/or inaccuracy in the 3PK of an agent’s location.

In such a situation, two important questions are:

1. How can a 3P improve its knowledge of the location of an individual (thereby
potentially invading an agent’s location privacy)?

2. What strategies and spatial behaviors can an agent adopt tocounter a 3P’s attempts
to subvert the agent’s location privacy?

1 Conversely, if the 3P possesses perfect knowledge of the individual’s location, the individual’s
privacy becomes a matter for regulatory- and policy-based systems rather than obfuscation- or
anonymity-based systems.
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Fig. 1.Summary of location privacy scenario

In this paper we focus primarily on answering question 1. However, the answer
to question 2 is also a important focus and intended future outcome of this research.
Further, we argue that the answer to question 2 depends, in part, on a thorough under-
standing of the answer to question 1.

3.1 Refinement through assumptions

There are a variety of ways in which a 3P might attempt to gain more information about
an agent’s location. A 3P may have access to additional information, for example gener-
ated by secret surveillance devices or through processing of an agent’s device’s mobile
IP address (e.g., [3]). However, in this paper we assume the only sources of information
to which a 3P has access are: 1) information about the geographic environment; and 2)
imperfect information about an agent’s location over time.Thus, the only way for the
3P to refine its knowledge of an agent’s location is by making assumptions about the
spatial and temporal characteristics of that agent’s movements. Some common assump-
tions might include:

1. Maximum/minimum/constant speed: A 3P might assume certain values for the
agent’s maximum, minimum, or average speed of movement, or assume that the
agent travels at constant speed.
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2. Direction: A 3P might assume that the agent is heading in a particular direction
(e.g., north, or as near as possible to it at each intersection).

3. Goal-directed movement: A 3P might assume that an agent is engaged in goal-
directed movement, for example, taking the shortest path from some (unknown)
source to some (unknown) destination.

4. Connected locations: A 3P might assume that an agent can only access locations
that are spatially connected (for example, accessing locations which are connected
by road) or spatiotemporally connected (for example, accessing two locations con-
nected by a railway line at a time when a train service betweenthose locations is
operating).

5. Temporal granularity: A 3P might assume that its knowledge about the agent’s
location is at a suitably fine temporal granularity such thatthe 3P has complete, if
imperfect, knowledge of the agent’s location (i.e., there are no gaps in the 3PK and
the agent never manages to “sneak away” to locations outsidethe spatial extent of
the 3PK).

While this list of assumptions is by no means complete, it gives a flavor of the
diversity of potential spatial and temporal assumptions a 3P might make. Each of these
assumptions may be used to refine information about an agent’s location. For example,
a 3P might possess imprecise information about the locationof an agent at two times,t1
andt2. However, if the 3P assumes that an agent has a maximum speed of movement,
it may be possible to discount some of the locations for timet2 as being impossible to
reach in the available time from any of the locations reported for t1. In general, the more
numerous and stronger assumptions a 3P makes, the more it canrefine its information
about an agent’s location. At the same time, more numerous and stronger assumptions
make it more likely that one or more assumptions will be invalid (e.g., an agent actually
travels faster than the maximum assumed speed). Invalid assumptions will introduce
inaccuracy into the 3PK.

In the following section we formalize our location privacy system. This system is
able to model a variety of assumptions a 3P might make in orderto refine its knowledge
about an agent’s location, including those presented above. The key observation is that
the assumptions can be formalized into two classes,local andglobalassumptions, each
of which have differing formal properties and computational characteristics.

4 Formal model

Section 3 introduced a number of potential assumptions thata third party might make
in order to refine its knowledge about an agent’s location. These assumptions are for-
malized in this section asrefinement operators. The refinement operators take a 3PK
as input, and refines this knowledge by excluding those possible agent locations that
are inconsistent with the assumptions. The formal analysiscategorizes the assumptions
introduced in Section 3 into two classes:global and local refinement operators. After
introducing the model foundations, we introduce the general structure and properties
of refinement operators (Section 4.2). The class of global refinement operators (Section
4.3) and the class of local refinement operators (Section 4.4) are then presented along
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with specific examples of how each of the assumptions in Section 3 can be formalized
using a refinement operator.

4.1 Model foundations

The foundations of the formal model are as follows:

Definition 1. A geographic environmentis modeled as a graphG = (V,E) where
V is a set of vertices andE ⊆ V × V is a set of edges connecting vertices. Each
edge of a graph is associated with a non-negative weight using a weighting function
w : E → R

+, representing the distances along edges within the graph.

Definition 2. Anagent locatoris a functionl : T → E whereT is a finite set of discrete
totally ordered time instantsT = {t1, ..., tn} andE is the set of edges in the graphG.

Definition 3. A knowledge functionmodels a third party’s knowledge of the location
of an agent as the functionkl : T → 2E , where2E is the powerset ofE.

There are several points to note about the choice of these structures as model foun-
dations. First, in keeping with previous work (e.g., [4,5]), the geographic environment is
modeled as a graph. Graphs are a natural choice for this task in location-based services
as they may be used to model constraints to movement (such as posed by a road net-
work) and non-metric spaces (such as travel-time networks); may be embedded within
two- or higher-dimensional Euclidean space; and are computationally efficient discrete
structures [4,13]. In later sections, the following simpledefinitions drawn from standard
graph theory are required.

– ShortestPaths(G) denotes the set of all shortest paths (sequences of adjacentver-
tices (v1, ..., vn)) in the graphG. Computing the set of all shortest paths for a
graph is known as theall-pairs shortest path(APSP) problem. A number of com-
mon O(n3) algorithms exist for computing APSPs, including the Bellman-Ford
algorithm, Floyd’s algorithm, or simply iterating Dijkstra’s algorithm [2].

– IsReachable(V,G) denotes the set of vertices in the graphG that can be reached
by some path inG from at least one vertex inV within a single “clock tick.” In
defining IsReachable, we therefore assume that the time domainT has a mini-
mum granularity (akin to the concept of “chronons” in spatial databases). Similarly,
IsReachable(E,G) denotes the set of edges in the graphG that can be reached by
some path inG from at least one edge inE within a single clock tick. Reachable
vertices or edges can be found using standard shortest path algorithms (possibly
requiring additional assumptions about the speed of travel).

– Connected(V,G) denotes the set of vertices in the graphG that are connected by
some path inG to at least one vertex inV . Similarly, Connected(E,G) denotes
the set of edges inG that are connected by some path inG to at least one edge in
E. Again, standard algorithms exist for finding the set of connected locations in a
graph, including computing the transitive closure of the graph.

– Incident(e, p) indicates that an edgee is incident with pathp (i.e., e has at least
one vertex in common withp). Similarly, the symbolIncident(E, p) indicates that
the edge setE contains at least one edge which is incident with pathp.
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Second, the agent locator represents the location of an agent at a particular time
instant as anedgeof the graph (rather than the more obvious choice of a node). Edges
are preferred as locations in our formal model because this approach:

– provides an inherently qualitative representation of location that does not assume
the existence of precise coordinates (useful, for example,where location-sensing
technology like GPS cannot provide completely precise and accurate location in-
formation, even if perhaps augmented with map matching techniques);

– can be extended to represent continuous movement along an edge, rather than as-
suming instantaneous movement between adjacent nodes (acknowledged as a draw-
back in previous work, [4]); and

– leads to an efficient and compact formal structure.

At the same time, by subdividing edges with additional vertices (termedgraph ho-
momorphisms), arbitrarily fine spatial detail can still be represented by the edges in a
graph.

Finally, a knowledge function represents a third party’s knowledge of the location
of an agent as a set of edges for a particular timet. The set of all timesT is discrete
and finite. These times provide the smallest granularity of time that may be represented
in the system (similar to the concept of achrononor tick in spatiotemporal databases).
The set of knowledge functions has a number of characteristic features, including:

– A knowledge functionkl is accurateif l(t) ∈ kl(t) for all t ∈ T ; otherwise the
knowledge function isinaccurate.

– A knowledge functionkl is preciseif |kl(t)| = 1 for all t ∈ T ; otherwise the
knowledge function isimprecise.

– A knowledge functionkl containsignoranceif there exists at such thatkl(t) = E,
whereE is the set of all edges. Ignorance is a special case of imprecision.

– A knowledge functionkl is inconsistentif there exists at such thatkl(t) = ∅;
otherwise a knowledge function isconsistent.

For example, Figure 2 depicts a simple graph (geographic environment)G = (V,E)
with 25 edges (locations). Note that a geographic environment need not be con-
nected. The movement of an agent for time domainT = {1, 2, 3} from edge2 at
time 1 along edge8 at time 2 to edge17 at time 3 is represented by the function
l = {(1, 2), (2, 8), (3, 17)}. A 3PK of the agent’s movement might be represented by
the functionkl = {(1, {2, 3}), (2, E), (3, {17, 8, 16})}. At any particular time the third
party does not know exactly on which edge the agent is located: the agent has a de-
gree of location privacy. In this case, the knowledge function kl is imprecise, accurate,
consistent, and contains ignorance.

4.2 Refinement operators

In this section we provide some preliminary definitions leading up to the general defi-
nition of a refinement operator. First, we define the knowledge function space as the set
of all knowledge functions.
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Fig. 2. Example geographic environment graph

Definition 4. Theknowledge function spaceK is the set of all knowledge functions
(2E)T , i.e.,K = {k|k : T → 2E}.

Next we define a relation≤ on the set of knowledge functionsK:

Definition 5. The relation≤ is a relation on the set of knowledge functionsK such
thatk1 ≤ k2 if and only if k1(t) ⊆ k2(t) for all t ∈ T .

It is easy to see that the relation≤ forms a partial order, since≤ is reflexive (k ≤ k),
antisymmetric (k1 ≤ k2 ∧ k2 ≤ k1 → k1 = k2), and transitive (k1 ≤ k2 ∧ k2 ≤ k3 →
k1 ≤ k3). Finally, we define a refinement operator as follows:

Definition 6. A refinement operatorR is a functionR : K → K such thatR(k) ≤ k

andR(k) ≤ R(R(k)). A refinement operator is said to bemonotonicif k1 ≤ k2 →
R(k1) ≤ R(k2).

The property thatR(k) ≤ k is a defining property of refinement: applying an assump-
tion should always increase or maintain the precision of a 3PK, but never decrease its
precision. The propertyR(k) ≤ R(R(k)) provides idempotency: refinement operators
must not increase the precision of a 3PK through repeated application. Monotonicity
is a useful property that is exhibited by all the refinement operators discussed in this
paper. A monotonic operator is always idempotent. However,in general it is possible
to conceive of non-monotonic refinement operators. Based onthis general definition of
refinement, in the following sections we provide definitionsfor two distinct classes of
refinement operators: global and local refinement.

4.3 Global refinement

A global refinement operatorΓ : K → K is a refinement operator that uses the entirety
of a third party’s knowledge about an agent’s location over time in order to compute a
refinement of the agent’s location over time. The key featureof a global refinement,
when compared with local refinement, is that it utilizes the 3PK in asingle step. There
are potentially any number of different global refinement operators that might be de-
fined based on this general specification. In the context of location privacy, we discuss
two natural global refinements: connected refinement and goal-directed refinement.
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Connected refinement A basic assumption introduced in Section 3 is that an agent
can only access locations that are connected in the geographic environment. Under this
assumption an agent can never be located at any edge that is disconnected from any
other edge at which it has been located. This concept can be formalized as a global
refinement operatorΓC : K → K as follows:

ΓC(kl)(t) =
(

(

⋂

t′∈T

Connected(kl(t
′), G)

)

∩ kl(t)
)

The operatorΓC is well formed in that it satisfies the basic properties of refine-
ment operators, i.e.,ΓC(k) ≤ k and ΓC(k) ≤ ΓC(ΓC(k)). Further, for any sets
of edgesE1, E2 of a graphG = (V,E) thenE1 ≤ E2 → Connected(E1, G) ⊆
Connected(E2, G). It follows thatΓC is amonotonicrefinement operator.

To illustrate, consider again Figure 2. Given the knowledgefunction kl =
{(1, {1, 5, 6}), (2, {10, 5, 14}), (3, {20, 21, 15})}, and assuming the agent can only
travel between connected edges in the graph, then the agent cannot be located at edges
6 or 15. Formally:ΓC(kl) = {(1, {1, 5}), (2, {10, 5, 14}), (3, {20, 21})}.

Goal-directed refinement Another assumption proposed in Section 3 is that an agent
is moving in a goal-directed manner, e.g., it is taking the shortest path between two (un-
known) locations. Under this assumption, the agent’s true location can only be amongst
those locations that are incident with at least one shortestpath that travels through all
previous known location sets. This assumption can be formalized as a global refinement
operatorΓD : K → K as below.

ΓD(kl)(t) = kl(t) ∩ {e ∈ E|∃p ∈ ShortestPaths(G).
(

∀t′ ∈ T.Incident(e, p) ∧ Incident(kl(t
′), p)

)

}

By definitionΓD satisfies the defining properties of a refinement operator. The operator
ΓD is also monotonic as a consequence of the basic properties ofthe incidence relation.

To illustrate, considerkl = {(1, {3, 9}), (2, {12, 17}), (3, {7, 16})}. Assuming
Euclidean distances as edge weights for the graph in Figure 2then ΓD(kl) =
{(1, {3, 9}), (2, {12, 17}), (3, {16})}. There is no shortest path from edge9 or 3, pass-
ing through edge12 or 17 which also passes through edge7.

4.4 Local refinement

Operators belonging to the local refinement class are built up from the recursive appli-
cation of atomic refinement operations. Unlike global refinement operators, local refine-
ment operators construct a refined knowledge function piecewise, considering consecu-
tive time instants. The most basic component of a local refinement operator is thealpha
combinationof two sets of edges at consecutive time instants. Based on the knowledge
of an agent’s location atti−1 andti, the alpha combination provides the refinement of
the agent’s location at timeti. Specific local refinement operators work by providing
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specific definitions for the alpha-combinations. The next level of the local refinement
operator is thebeta combinationof a knowledge function between two time instants.
Beta combinations recursively combine alpha combinations. Formally:

Definition 7. Analpha-combinationis a functionα : 2E × 2E → 2E .

In order to be well formed, the alpha combination must have the properties that
α(E1, E2) ⊆ E2 (refinement property) andE′

1 ⊆ E1 → α(E′
1, E2) ⊆ α(E1, E2)

(monotonic with respect to first argument). Alpha-combinations of (local) pairs of edge
sets are recursively combined usingbeta-combinations, defined as follows:

Definition 8. A beta-combinationis a functionβ : K × T × T → K, where

β : (k, ts, tj) 7→



















if j = s
{(

ts, k(ts)
)}

if j = s + 1 β(k, ts, ts) ∪
{(

ts+1, α(k(ts), k(ts+1))
)}

otherwise β(k, ts, tj−1) ∪
{(

tj , α(β(k, ts, tj−1)(tj−1), k(tj))
)}

Finally, the top level local refinement operator returns a beta-combination:

Definition 9. For anyT = {t0, ..., tn} a local refinement operatorΛ is a function

Λ : K → K, kl 7→ β(kl, t0, tn)

Temporal granularity refinement An assumption introduced in Section 3 is that the
3PK is at a temporal granularity fine enough to preclude the possibility that the agent
has ever traveled outside the spatial extent of the 3PK. Thisassumption may be modeled
as a local refinement operatorΛG where for each pair of consecutive timesti, ti+1 the
agent can only be located at those edges that are connected inthe subgraph formed by
the union ofkl(ti) andkl(ti+1). To define this operator on a graphG = (V,E) simply
requires a redefinition of the alpha combination used forΛG as follows:

αG(E1, E2) = Connected(E1, (V,E1 ∪ E2))

BecauseαG(E1, E2) ⊆ E2, ΛG satisfies the defining properties of a refinement opera-
tor, and is monotonic in a similar way to the global connectedrefinement operator.

For the knowledge functionkl = {(1, {1, 5}), (2, {13, 14}), (3, {16, 21})} (see
Figure 2) the following the series of steps leads to the temporal granularity refinement
ΛG(kl) = {(1, {1, 5}), (2, {14}), (3, {21})}:

ΛG(kl) = β(kl, 1, 3)

= β(kl, 1, 2) ∪ {
(

3, αG(β(kl, 1, 2)(2), kl(3))
)

}

= {(1, {1, 5}), (2, {14})} ∪ {(3, αG({14}, {16, 21}))}

= {(1, {1, 5}), (2, {14}), (3, {21})}
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Maximum speed refinement Given T ⊂ R and a weighting functionw associated
with the graphG which represents the distance along each edge, the travel time along
each edge for an agent moving at a specified maximum speed can easily be calculated
in order to decide whether two edges are reachable from one another. The assumption
that an agent can only travel at a specified maximum speed (Section 3) forms the basis
of the maximum speed refinement operatorΛS . Again,ΛS depends on the definition of
the alpha combination for the operator, as follows:

αS(E1, E2) = IsReachable(E1, G) ∩ E2

For similar reasons to the global goal-directed refinement operator,ΛS satisfies the
defining properties of a refinement operator and is monotonic. Definitions for further
local refinement operators, including those derived from minimum speed and direction
assumptions, are omitted here, but may be constructed in a similar way.

4.5 Combining operators

One of the goals of providing definitions for refinement operators is to enable the com-
bination of different refinement operators in a structured and predictable way. Consider
the set of all refinements (global or local) of a knowledge function k. A pair of re-
finementsR1 andR2 of k may be combined by taking the intersection of the two
independent refinements. This refinement combination◦ can be defined as follows:

Definition 10. For two refinement operatorsR1 andR2 and a knowledge functionk,
let R1(k) andR2(k) be the corresponding refined knowledge functions. The combina-
tion operator◦ of two knowledge functionsR1(k) andR2(k) is then defined as

(R1(k) ◦ R2(k))(t) = (R1(k))(t) ∩ (R2(k))(t).

As a consequence of the properties of set intersection, the operator◦ is commu-
tative and associative for all refinement functions of a knowledge functionk. Further,
consider the empty refinementE(k), whereE is a local refinement operator with alpha
combinationαE(E1, E2) = E2. This refinement forms anidentity for the combination
◦, i.e.,R(k) ◦ E(k) = R(k). Consequently,◦ has the algebraic structure of amonoid
(closure, commutativity, associativity, and identity) onthe set of all refinements of a
knowledge functionk.

In addition, local refinement operators may be combined by taking the intersec-
tion of alpha combinations from each of the two refinement operators, resulting in the
combination• as follows:

Definition 11. For two local refinement operatorsΛ1 andΛ2 with alpha combinations
α1 andα2, respectively, and a knowledge functionk, Λ1(k) •Λ2(k) is the local refine-
ment operator with alpha combinationα• ≡ α1 ∩ α2.

Again, we can show that• forms a monoid, withE(k) as the identity element.

Lemma 1. For two local refinement operatorsΛ1, Λ2 and a knowledge functionk,
then:

Λ1(k) • Λ2(k) ≤ Λ1(k) ◦ Λ2(k)
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Proof. By induction. LetT = {t0, . . . , tn}, i ∈ {0, . . . , n}. Let α1, β1 andα2, β2

be the alpha and beta combinations ofΛ1 andΛ2, respectively. Letβα1∩α2
denote the

beta combination ofα1 ∩ α2. The lemma is trivially true fori = 0, because all beta
combinations depend in this case onk only. If i = 1, then

βα1∩α2
(k, t0, t1)(t1) = β1(k, t0, t1)(t1) ∩ β2(k, t0, t1)(t1).

If the lemma is true fori − 1 > 1, i.e.

βα1∩α2
(k, t0, ti−1)(ti−1) ⊆ βj(k, t0, ti−1)(ti−1), j = 1, 2,

then we obtain

α1

(

βα1 ∩ α2(k, t0, ti−1)(ti−1), k(ti)
)

∩ α2

(

βα1 ∩ α2(k, t0, ti−1)(ti−1), k(ti)
)

⊆ αj

(

βj(k, t0, ti−1)(ti−1), k(ti)
)

j = 1, 2,

because alpha combinations are monotonic with respect to their first argument. This
implies

βα1∩α2
(k, t0, ti)(ti) ⊆ βj(k, t0, ti)(ti), j = 1, 2,

and therefore

βα1∩α2
(k, t0, ti)(ti) ⊆ β1(k, t0, ti)(ti) ∩ β2(k, t0, ti)(ti),

which proves the lemma.

The importance of the algebraic properties of combinationsof refinement operators
is that for a given knowledge function we can say that the order in which refinement
operators are applied will not affect the results of the refinement itself.

5 Computational model

The formal model presented above has intentionally been kept simple. As such, several
aspects of the formal model are not computationally viable.Here we discuss some of the
steps taken to implement privacy simulation software basedon the formal model. The
aim of the simulation environment is to show how the formal model can be translated
into a practical computational model, and to allow empirical exploration of different
privacy protection and invasion strategies in future work.First we will present some
general observations concerning the development of the simulation environment. Then
we discuss the implementation of global operators, followed by the implementation of
local operators. Finally, we examine some methods for extending the formal model to
accommodate more complicated assumptions about the behavior of an agent.
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5.1 The simulation environment

Our simulation environment is a simple model of a mobile phone network. Streets are
represented by the edges of a graph, along which an agent moves. The location of
an agent is not precisely known but is given by the set of all streets that partially lie
within a cell of the phone network. The simulation environment enables the application
of a variety of refinements to a 3PK in order to generate a more precise and accurate
representation of the agent’s current location.

The simulation is based on discrete events. At each time instant (tick) the simulation
determines the set of edges that overlap with the cell in which the agent is currently
located. This edge set forms the 3PK, called the knowledge base (KB) entry, for that
time instant. The KB is implemented as a list of sets of edges.The list structure performs
the role of the time values in the formal model—ordering the edge sets. Additional
information, such as time deltas, could easily be added to the KB if required.

In our simulation, the KB is updated at each tick with new knowledge about the
agent’s location. The refinement operators are applied after each update. To increase
computational efficiency, the KB is only updated when the setof potential agent loca-
tions has changed for many refinement operators. This corresponds to the point in time
when the agent is detected as having transitioned between two cells. By minimizing
KB entries in this manner, we minimized both the number of calls to our refinement
functions and the size of the KB when those refinement functions were invoked. Some
refinement operators, for example the “maximum speed” operator cannot be optimized
this way as they may require the KB to be updated even if the setof potential edges re-
mains unchanged. The implementation of the “maximum speed”operator is discussed
at the end of this section.

5.2 Global operators

Two global operators were implemented for this simulation:the “goal directed” opera-
tor and the “connected path” operator. These operators are defined in Section 4.3. One
optimization in our implementation is to precompute all pairs of shortest path in the
graph. Used this precomputed result, Algorithm 1 returns all edges in the graph that are
connected to at least one of the elements in an input set of edges.

On the basis of Algorithm 1, we can define the algorithm for computing the con-
nected path refinement operator,ConnectedPath(Algorithm 2). The first loop in Algo-
rithm 2 builds the setS of all edges in the graph that are connected to at least one edge
in the input KB. The second loop intersectsS with each edge set in the input KB to
generate the refined KB.

The directed path refinement operator is computed by Algorithm 3. The first loop
finds all the shortest paths that share at least one edge with every set of edges in our
input KB. The edges of each path that satisfies this criterionare added to an edge set
S. In the second loop, the algorithm simply intersects each unrefined edge set withS to
produce a refined edge set.
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Algorithm 1 : Connected algorithm,Connected(S)

Data: S, a set of edges
Result: R, a set of edges connected to at least one edge inS

Local variables: a list of shortest pathsL; shortest paths; nodesn, n1, n2; edgese, e′

R ← ∅;
for each edgee ∈ S, wheree = (n1, n2) do

L ← GetAllShortestPathsFrom(n1) ∪ GetAllShortestPathsFrom(n2);
for eachs ∈ L do

n ← GetNodeAtEndOfPath(s);
for each edgee′ starting fromn do

R ← {e′} ∪ R;

Algorithm 2 : Connected path algorithm,ConnectedPath(Kp)

Data: Kp, the knowledge base (ordered list of sets of edges) to process
Result: Ko, the refined knowledge base
Local variables: sets of edgesS, S′

S ← ∅;
Ko ← Kp;
for each edge setS′ ∈ Ko do

S ← S ∪ Connected(S′);

for each edge setS′ ∈ Ko do
S′ ← S′ ∩ S;

5.3 Local operators

A key feature of local operators is their recursive nature. Implementations of the local
operators can take advantage of this recursion to improve operator performance, by only
processing updates to the knowledge function each time the operator is called. Algo-
rithm 4 implements the generic local operator. The algorithm requires one argument, a
KB Kl that is persistently stored externally to the algorithm. Whenever new edge sets
are added to the unrefined KB, we also add the same edge sets to our stored KBKl.
Thus, for the first call of the algorithm,Kl will simply be a copy of the unrefined KB.
The global indexl is initially set to1, so the entire KB will be processed. The final line
of the Algorithm 4 stores the cardinality of the KBKl in the global indexl. So, for sub-
sequent calls of the algorithm, only new, unrefined edge setsare processed, increasing
the efficiency of the local operator implementation.

In Section 4.5 we defined the combination of local operators using the• operator.
A combination of operators can be implemented using a singlerefined KB, shared be-
tween all local operators. The result of each operator’s refinement is intersected with
the shared KB at every time step. In this manner, processing alocal operator still only
requires an operation on a single pair of edge sets. However,if the active local operators
change, the shared KB needs to be rebuilt from the start.
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Algorithm 3 : Direct path algorithm,DirectedPath(Kp)

Data: Kp, the knowledge base (ordered list of sets of edges) to process
Result: Ko, the refined knowledge base
Local variables: sets of edgesS, T , U , V ; shortest paths; Booleanb
V ← ∅;
Ko ← Kp;
for each shortest paths in the graphdo

b ← true;
T ← GetPathEdges(s);
for each edge setU ∈ Kp do

if (|T ∩ U | = 0) then b ← false;
if b then V ← V ∪ T ;

for each edge listS ∈ Ko do
S ← S ∩ V ;

Algorithm 4 : Local processing algorithm,LocalRef(Kl)

Data: Kl, externally stored knowledge base to process (possibly partially refined)
Result: Kl, the fully refined version of the input knowledge base
Static variables: global indexl initialized asl ← 1
Local variables: local indexi
for (i ← l; i < |Kl|; i = i + 1) do

Kl[i] ← DoAlphaOperation(Kl[i − 1], Kl[i]);

l ← |Kl|;

5.4 Extending the base model

The computational model outlined above can be extended to handle more complicated
assumptions. As an example, we discuss the implementation of the maximum speed
local refinement operator. Formally, this operator is defined by the set of edges that are
reachable from any edge of the KB entry in a single tick, assuming some maximum
speed. As mentioned earlier, new entries in the KB are only added when the agent
transitions between cells. However, edges may become reachable over time even if the
unrefined KB does not change. The maximum speed operator therefore needs to refine
the KB (i.e., perform an alpha operation) at each tick.

Two specific problems arose in implementing this extension.First, it is unlikely that
the time between each tick will be uniform. To achieve framerate-independent refine-
ment, the simulation must take into account the actual time delta between ticks. Second,
as an agent can only be located to the precision of an edge, itsprecise location on the
edge is unknown. A naive implementation then allows an agentcan reach all adjacent
edges in zero time, with the unfortunate side-effect that the refined set of potential agent
edges will expand recursively at each update frame, no matter how small the time delta
or how slow the agent is (see Figure 3).

The first problem was solved by determining the set of reachable edges based on
physical speeds (meters per second) rather than tick speed (meters per tick). This im-
plied a modification of the alpha operator implementation toaccept a time delta in
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Agent

Edge on which agent might be located, using naive maximum speed assumption

Edge on which agent might be located, using unrefined knowledge base

Agent
Agent

t1 t2 t3

Fig. 3.A naive implementation of the maximum speed operator expands the potential agent loca-
tion set at each tick, regardless of any assumed maximum speed

Tick Tot. timeTime∆ Edge SetProcessing
1 0 11 E1 —
2 11 10 E2 a(E1, E2, (11 − 0) + 10)
3 21 9 E2 a(E1, E2, (11 − 0) + 10 + 9)
4 30 9 E3 a(R(3), E3, (30 − 11) + 9)
5 39 11 E4 a(R(4), E4, (39 − 30) + 11)
6 40 10 E4 a(R(4), E4, (39 − 30) + 11 + 10)
7 50 12 E4 a(R(4), E4, (39 − 30) + 11 + 10 + 12)
8 62 10 E5 a(R(7), E5, (62 − 39) + 10)

Fig. 4.Example update calls for the maximum speed operator. Functiona, a modified implemen-
tation of anα-combination for a maximum speed local refinement operators, accepts two edge
sets and a time delta;R returns the refined knowledge base for a particular tick.

addition to the two edge sets. The second problem was solved by simply discarding our
refinements until the KB actually changed. This meant that wewould always update
with respect to the “original” refinement, albeit with a constantly increasing time delta.
A simple example is provided in Figure 4.

6 Discussion

This paper has set out a formal model of location privacy based on obfuscation. This
model extends previous work in two ways:

1. The approach models both the strategies an individual canemploy to protect his or
her location privacy and the counter strategies that a 3P might employ to subvert
these strategies. Counter strategies require that the 3P make one or more assump-
tions about the movement of the agent. These assumptions andtheir combinations
are formally modeled as refinement operators. Combinationsof refinement opera-
tors have predictable algebraic properties, ensuring thatthe order in which opera-
tors are combined does not affect the results of that combination.

2. The approach adopts an explicitly spatiotemporal model of location privacy. A 3P
can use knowledge of an individual’s movement over time to build refinements
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of that individual’s location. Two distinct classes of refinement operator, global
and local, are identified. These refinement operator classesdiffer in the way they
handle spatiotemporal information. Global refinement operators work on the entire
history of movement in a single step. Local refinement operators work recursively
on knowledge of changing location, one clock tick at at time.

The paper has also indicated how some of the over-simplifications inherent in the for-
mal model can be overcome when the formal model is translatedinto a computational
model, implemented as a simulation environment.

Future work will focus on the empirical evaluation of location privacy protection
and invasion strategies by experimenting using simulations of various 3P assumptions
upon mobile agents. These experiments will investigate thetrade-off between accuracy
and precision of 3PK. Increased use of assumptions by a 3P will increase the precision
of 3PK about the location of an agent. However, using incorrect assumptions may in-
troduce inaccuracies into the 3PK. Thus, achieving a balance between the most precise
but still accurate refined knowledge of an individual’s location is the key to effective
invasion of location privacy (and so understanding this balance is the key to effective
counter-strategies to invasion of location privacy).

Further work will also investigate other strategies an individual might use to counter
the refinement strategies of a 3P. For example, certain routes through a geographic en-
vironment might be more private than others (e.g., ones thatare better connected might
provide better protection from temporal granularity refinement operators). Understand-
ing how refinement strategies operate is a prerequisite to understanding how an individ-
ual might protect against these refinements. One final open question that has not been
addressed in this paper is the interaction between mobile individuals. Individuals do not
move in isolation of other individuals, rather our movements are to some extent coordi-
nated by spatiotemporal constraints, such as rush hour traffic or attendance at a soccer
match or large concert. Where a 3P has (imperfect) knowledge of the location of many
individuals, the 3P may be able to refine its knowledge based on inferences between
individuals within groups. Modeling the aggregate movement of changing groups of
individuals is an important future challenge.
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